CRT 2/ CRTA4
READ TRANSLATOR

OVERVIEW
The DSX-CRT can receive a concise and secure packet over the
customers network and translate it to a Wiegand card read or a DSX-CRT2
pulsed output. The CRT is a gateway for other systems such as LANOSDP o Wiegand O66
Visitor Management, Facial Recognition, Temp and Mask
Verification, Parking, or other applications to send a Card Read, -Reset GND GND +3 o 12VDC
Access Request or even an Alarm to the access control system. Y p e
ower
The Card Read Translator Module is available as: Prog/Diag 232 A Heartbeat
DSX-CRT2 which has 2-Reader Ports and 4-Outputs
DSX-CRT4 which has 4-Reader Ports and 8-Outputs
g S
The Reader Ports operate with any Access Control Panel that % = ;’
accepts Wiegand (OSDP-Future). A Web Interface is used for @ z ;’* PoreA OSDP
programming to configure the Wiegand Output Format to 26, @ 2 ;_ 485 TX+ X{ @
33, 35, 37, 40, or 48-bits. i ° 485 TX- X @
D &<
" iy GND- | (D)
Open Collector Outputs also utilize the Web Interface for @ B s pors
configuration. These Outputs can be connected to Controller @ 2 ;’
Inputs for a variety of actions including: @ 8 ;
Alarm Activations Initiate Linking LAN Actvity (.
Emergency Lockdowns Emergency Unlocks LAN RJ-45
Request to Exit Linking between Locations -Link _-Speed (10/100)

Example: Covid/Temp Screening System
e Employee has their identity confirmed by their Card Read or Facial Recognition device.
e If they have a fever, a Command is sent to the CRT to activate an open collector output to signal a “fever alarm”
or a different output for a “no mask” alarm.
e |[f the person is screened and validated, their card number can be sent to the CRT which translates it to a card
read and can send it to the reader port of a Controller. The Controller could respond by Unlocking a Door or
Checking the Card Holder In to enable their card throughout the rest of the Location.

Specifications
Size/Weight: CRT-2 = 4 3/4x3 %, 8 oz. CRT-4 = 6 3/4x3 %, 13.5 oz.

Power Requirements 5VDC from 1022 Controller or 5VDC from 1040-CDM
Do Not Power from 12V Output of 1040-CDM.

Software Requirements 5.0.33 or 6.0.33 and higher

Outputs - 4 Wiegand Ports / 8 Open Collector 100ma Outputs
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DSX-CRT TO DSX-1042

This drawing shows how the DSX-CRT is connected to a H
g . 1042 Side A
DSX-1042 reader port. Power is connected to 5Volt reader
COMMUNICATIONS SIDEA OUTPUTS SIDE A READER PORT SIDE A INPUTS
power. The Outputs (Open Collector) are connected to DSX 12 3 45 6 7 8 9 101112131415 16 17 18 19 20 21 22
X . . suB MAS OUTPUTA-1E PRE LED2 DO GND INP5 INP7 COM
Inputs using the 1K resistor that came with the DSX-1042 TX RX TX RX Ne_CNO LED1LED3 _D1_+12VOC —INPG _INP&
Controller.
14 15 18 19 22
]
To 5VDC
or 12VDC
Yy
P, DSX-CRT2 @@@
_Reset GND 5to12VDC
X Power
- - X Heartbeat
é Port A
© L | (D |pa0
E L G) DAL Wiegand 0SDP
m % g:i Open Collector )f @
Q@ |oso 0
81250 g 0]
% g; Open Collector
- %
Port B LAN RJ-45
This drawing shows how to 1042 Side A
DSX-CRT4
para“el Connect more than COMMUN ICATIONS SIDEA OUTPUTS SIDEA READER PORT SIDEA INPUTS . }
12 3 4 s 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 LANOSDP to Wiegand
one DSX_CRT port to onhe DSX_ _SUB_ _MAS ... _OUTPUTA-1 z PRE LED2 DO GND INP'5S  INP7  COM
’_LEDJ_LED}_DJ._UMDT _Reset GND GND  +510 12VDC
1042 Reader Port. X decess Sysems.
‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ 800-346-5288
1415 X Power
Prog/Ding 232 X Heartbeat
-
Port A OSDP
H 485 TX+ X
° 485 TX- XX
1 :
§ GND-
35 Port B
i
- E
z Port C
Port D
LOGIN LAN Activity X LAN RJ-45
Power the module up and connect it to the 192.168 ready network. -Link__-Speed (10/100)
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The default IP Address and port number is 192.168.1.25:8443
Enter Username - master Password - master and Click on Login.
(must click on Login, cannot press Enter)

@ DSX CRT Login Page X +

< C A Notsecure | 192.168.1.25:8443 * O

DSX-CRT
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SETTINGS
Settings page contains the modules IP addressing as well as login credentials and encryption selections. Encryption key is
entered from the update program over the serial port so that the web server does not have access to it (hacking the
webpage will not reveal the encryption key). Encryption is executed on the card reader packets but not the webpage or
output control packets. There is a Logout Button and a Save Button on each screen.

e Enter the New IP Address and Network Settings for the Module.

e Select the protocol that the module will receive TCP or UDP.

e After changing these settings power the unit down and back up.

Important: Once the IP Address and Network Settings are changed, Power the unit down and back up.

@ DSX CRT Home Page X -

€ > C @ 1921681258443 ()

DSX-CRT

Settings Port Readers Port Addressing Port Output

IP Address: 192.168.1.25
IP Mask: 255.255.255.0
IP Gateway: 255.255.255.255
User ID: master
Password: max 25 characters
Encryption Enabled:
UDP Input Transport:

TCP Input Transport:
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PORT READERS - READER OUTPUT FORMATTING

The Port Readers page contains formatting choices for the Reader UDP packets to be received and the Weigand output
format for the 2 to 4 ports. The Terminating Character is used to delimit messages as Reader messages may not span
UDP packets. The Field Delimiter Character is to separate the facility code and the card number. Each port can have a
format assigned. Each Bit Format also shows the DSX Device type that would match that bit format.

DSX-CRT T

Port Readers Port Addressing Port Output

Terminating Char -
=

Field Delimiter Char

Port AReader Type: RUSPLYNIRS
Sl D5 (33 bit) v

Port B Reader Type

Terminating Character: Enter the Character you want to terminate or end each message. All Card Read Messages
should end with this character.
The Defaultis ;

Field Delimiter: Enter the Character that will separate the Facility Code and the Card Number.
The Defaultis ~

Port Reader Type: Set the Card Read Bit Format for Each Port used. WE=26, D5=33, KO=35, L5=37, T8=40, X0=48
Ports C and D are on the CRT-4 Four Port unit only.

Card Read Bit Formats and Card Read Strings

Device Type Number of Bits | Card Format Example

WE 26 FFF~CCCCC; 123~12345;

D5 33 FFF~CCCCCCCC; 123~12345678;
KO 35 FFFF~CCCCCCC; 1234~1234567;
LS5 37 ~CCCCCCCCCCC; ~12345678901;
T8 40 FFF~CCCCCCCCC; 123~123456789;
X0 48 FFFFFF~CCCCCCC; 123456~1234567;
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PORT ADDRESSING
Decides how messages are going to be sent to the CRT and how the communication is secured. Each option is discussed
in detail on the following pages.

Port Association Addressing Scheme:
e |P Address Based: Allows each reader port and associated outputs to be tied to a source IP Address. This
would be used if one system was driving Port A while a different system is driving
Port B.

e IP Port Based: All messages would come to the same IP Address but to different Ports for each Reader
Port and Output.

e Message Content Based: Sets the IP Port for all Reader Messages and for all Output Messages. The
Message sent must Match the Message Stored for it to be sent out the correct Port or activate the
correct Output.

\Version V0.8 DSX-C RT

Settings Port Readers Port Addressing Port Output

Port Association

Addressing Scheme: IP Address Based v

IP Address Based

Reader Message IP Port: [RUSSIE=EEEN
Message Content Based
Output Message IP Port: m

Port A Source IP Address: 172.25.16.140

Port B Source IP Address: max 40 characters

DSX ACCESS SYSTEMS, INC. 214-553-6140 WWW.DSXINC.COM (8/2023)




PORT ADDRESSING — SOURCE [P ADDRESS BASED

The Reader (Port) Addressing page contains the configuration to associate the messages (both reader and output
control) to their source device’s address.

\Version V0.8

DSX-CRT i

Port Readers Port Addressing Port Output

Port Association
Addressing Scheme: IP Address Based v

Reader Message IP Port: 65535
Output Message IP Port:
Port A Source IP Address: 173.25.16.140

Port B Source IP Address: max 40 characters

Messages from these addresses will be used to control the reader and/or outputs on the Ports A-D.
1. Select IP Address Based for the Port Association Addressing Scheme.
2. If Port A and Port B are controlled by different systems, each Port would require a different Source IP Address.
3. Specify the IP Port for Reader messages and the IP Port for the Output messages.
4. Specify the IP Address of the Source for each reader port.

IP Addressed Based — Reader Port Messages

Example Message:

Reader Port A

To CRT: 173.25.16.139 IP Port 65535 From: 173.25.16.140 IP message for Port A
Port A was set for WE-26bit = 3digit facility code and a 5digit card number.
FFF~CCCCC; or 123~12345; for 26bit

FFF~CCCCCCCC; or 123~12345678; for 33bit

IP Addressed Based - Output Messages

Example Message:

Output A—1, OutputA-2

To CRT: 173.25.16.139 IP Port 4001 From: 173.25.16.140 for Output A-1

1-1 Matches Output 1 string / String is User Defined configured under - Port Output
2-2 Matches Output 2 string / String is User Defined configured under - Port Output
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Kb2c Reader Test Program Settings: IP Address Test

Under Target set the Method to UDP and the IP Address and Port number

2= Broadcast Settings - O X
lfﬁ“;';‘““‘caﬁ“ Method Under Options Select Send Full Message and enter the appropriate
% gc?:]m Port Card format message and click Send.
For WE-26 Bit FFF~CCCCC; or 123~12345;

ferget 1P Address 1722516139 For D5-33 Bit FFF~YCCCCCCCC; or 123~12345678;
farget Port 65535 = Send Full Message - O X
Listen Port ‘0|

Textto Send:  [123~12345; |

i | [ o
OK ‘ ‘ Cancel

Kb2c Output Test Program Settings: IP Address Test

== Broadcast Settings — O X

Communication Method
O 1Ccp

® UDP

O Comm Port

Under Options Select Send Full Message and enter the appropriate

Target IP Address 17225.16.139 Output message and click Send.
Target Port ‘4001‘ 1-1
2-2
Listen Port 0
== Send Full Message — O XK

Text to Send: ‘14| ‘

Send ‘ ‘ Cancel

‘ (0]¢ ‘ ‘ Cancel ‘
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PORT ADDRESSING — |P PORT BASED
All messages would come to the IP Address of the CRT, but to different Ports for each Reader Port and Output.

DSX-CRT D

Settings Port Readers Port Addressing Port Output

Port Association
Addressing Scheme IP Port Based

Port A Reader IP Port# 4002
Port A Output IP Port# 4003
Port B Reader IP Port#: 4004

Port B Output IP Port#: 4005

Set the IP Port for Reader A and for Output A. Repeat for all available ports used.

IP Port Based — Reader Port Messages

Example Message:

Reader Port A

To CRT: 173.25.16.139 IP Port 4002

FFF~CCCCC; or 123~12345; Port A was set for WE = 3-digit facility code and 5-digit card number

IP Port Based - Output Messages

Example Message:

OutputA-1,A-2

To CRT: 173.25.16.139 IP Port 4003

1-1 Matches Output 1 string / String is User Defined configured under Port Output
2-2 Matches Output 2 string / String is User Defined configured under Port Output
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Kb2c Reader Test Program Settings: Port Addressing

Under Target set the Method to UDP and the IP Address and Port number

%= Broadcast Settings O X
Communication Method
;: LCDPP Under Options Select Send Full Message and enter the appropriate
5 Comm Port
Card format message and click Send.
Target IP Address 172.25.16.139 %= Send Full Message - O X
ferget Port 4002 Textto Send:  [123~12345; |
Listen Port ‘d
Send ‘ ‘ Cancel
For WE-26 Bit FFF~CCCCC; or 123~12345;
For D5-33 Bit FFF~CCCCCCCC; or 123~12345678;
oK ‘ ‘ Cancel
Kb2c Output Test Program Settings: Port Addressing
%= Broadcast Settings = O X
Communication Method
O 1Cp
@® UDP
O Comm Port
%= Send Full Message OJ X
Target IP Address 172.25.16.139
Text to Send: ‘171| |
Target Port 4003
Listen Port ”0
Send ‘ ‘ Cancel
‘ oK ‘ ‘ Cancel ‘
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PORT ADDRESSING — MESSAGE CONTENT BASED
Sets the IP Port for all Reader Messages and for all Output Messages. The Message sent must Match the Message Stored
for it to be sent out the correct Reader Port or activate the correct Output.

\Version V0.8

DSX-CRT e

Port Readers Port Addressing Port Output

cosing Scheme.
Addressing Scheme: Message Content Based v

Reader Message IP Port:
Output Message IP Port:

Set the Port Association Addressing Scheme - Message Content Based
Reader Message IP Port - Enter the IP Port that all Reader Messages will be sent to.
Output Message IP Port - Enter the IP Port that all Output Messages will be sent to.

Message Content Based - Input Messages

Example Message:

Reader Port A, B

To CRT: 173.25.16.139 IP Port 65535

A:FFF~CCCCC; or A:123~12345; Port A: WE-26Bits
B:FFF~CCCCCCCC; or B:123~12345678; Port B: D5-33Bits

Message Content Based - Output Messages

Example Message:

OutputA—-1,A-2

To CRT: 173.25.16.139 IP Port 4001

A:1-1 Matches Output 1 string / String is User Defined configured under Port Output
A:2-2 Matches Output 2 string / String is User Defined configured under Port Output
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Kb2c Reader Test Program Settings: Message Content Based

== Broadcast Settings - [l X
Communication Method ﬁ Send Full Message — O »
O Tep
® UDP
O Comm Port
Textto Send:  [A:123~12345; |
Target |P Address 172.25.16.139
Target Port 65535 Send Cancel
Listen Port |0|
A: for Port A / B:for Port B
For WE-26 Bit on Port A A:FFF~*CCCCC; or A:123~12345;
For D5-33 Bit on Port B B:FFF~CCCCCCCC; or B:123~12345678,;
oK ‘ ‘ Cancel

Kb2c Output Test Program Settings: Message Content Based

%= Broadcast Settings - O X

Communication Method
O Tcp

Y

@ uop 5= Send Full Message - O K

O Comm Port

Target IP Address 172.25.16.139 Textto Send:  |A:1-1] |

Target Port 4001
Send Cancel
Listen Port 0
OK ‘ ‘ Cancel

DSX ACCESS SYSTEMS, INC. 214-553-6140 WWW.DSXINC.COM (8/2023)



PORT OUTPUT — OUTPUT CONFIGURATION

The Output Configuration page defines the commands for pulsing output 1 and 2 on each Port (A-D) and the time of
duration for that pulse. The default duration is 3000 milliseconds. If an output is pulsed while it is in an active pulse, the
pulse is restarted.

DSX-CRT Logout

Port Readers Port Addressing Port Output

Pulse Duration (mS): 3000

Port Pulse Output String 1. — Enter the User Defined string or command that must be sent from the other system to
control this Output, up to 25 characters. User Defined 1-1

Port Pulse Output String 2. — Enter the User Defined string or command that must be sent from other system to
control this Output, up to 25 characters. User Defined 2-2

Pulse Duration — Enter the amount of time in milliseconds the Outputs should pulse for.
3000=3 seconds.
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MESSAGE EXAMPLES
Source IP Addressing Scheme

Reader Message
To CRT: 192.168.1.100 IP Port 65535 From: 192.168.1.200 for Port A Reader Port
FFF~CCCCC; or 123~12345; Port A was set for WE = 26 bits.

Output Message
To CRT: 192.168.1.100 IP Port 4001 From: 192.168.1.200 for Port A Output 1
1-1 Matches Output 1 string / String is User Defined

IP PORT Addressing Scheme

Reader Message
To CRT: 192.168.1.100 IP Port 4002 for Port A Reader Port
FFF~CCCCC; or 123~12345; Port A was set for WE = 26 bits.

Output Message
To CRT: 192.168.1.100 IP Port 4003 for Port A Output 1
1-1 Matches Output 1 string / String is User Defined

Message Content Addressing Scheme

Reader Message
To CRT: 192.168.1.100 IP Port 65535 for Port A Reader Port
A:FFF~*CCCCC; or A:123~12345;

Output Message
To CRT: 192.168.1.100 IP Port 4001 for Port A Output 1
A:1-1 Matches Output 1 string / String is User Defined

Card Formats and Examples

Device Type Number of Bits | Card Format Example
WE 26 FFF~CCCCC; 123~12345;
D5 33 FFF~CCCCCCCC; 123~12345678;
KO 35 FFFF~CCCCCCC; 1234~1234567;
L5 37 ~CCCCCCcCCCcc; ~12345678901;
T8 40 FFF~CCCCCCCCC; 123~123456789;
X0 48 FFFFFF~CCCCCCC; 123456~1234567;
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LOCATION TO LOCATION LINKING
The DSX-CRT can be used to link an alarm in one Location to an input in another Location.
1. An Alarm point (input) in one Location (Location A) can have an Action Message assigned that is sent out
as a TCP message to the CRT module that is connected to an Input in the other Location (Location B).
2. When the input at Location A goes into alarm, or changes state, the comm server sends a TCP message
to the CRT module and it in turn activates the appropriate output at Location B that sets the second
input into alarm.
Note:
e The Comm Server has an ASCII TCP Port defined that contains the IP Address and Port number of the CRT
module.
e There must be an Action Message created that contains the command string required to activate the desired
output on the CRT module.

Comm Port 65 CRT4 TCP 113 Qutput

T IASCH Smart Port Options I Action Message: 1.78.5 ted 0.5
z General |
Name: [CRT4 TCP 113 Output
Baud Rate: (3600 - Word Length: g - Location Group: [Location 1
Poll Frequency: [5op Message TimeOut:  [1000 Action Message: [59
Fort Type: [ASCII (TCP/IF) N+ Port Used By: [comm Server =
TX IP Port # [4301 RX IPPot # [p
TCP/IP Address: [192.168.1.113
Notes
P M Cancel oK
Diefault Settings Previous Mext Cancel revions | = | ==nee | — |
Figure 1 The Comm Port Server has ASCII TCP Port defined that Figure 2 Ther.e must t?e an Acno.n Message c.reated that contains the
contains the IP Address and Port Number of the CRT Module command string required to activate the desired output on the CRT

module at Location B

The Action Message and ASCII port are assigned to the . 1s inpue s ws3 1185
originating input. When it is faulted or in alarm the

General l Options

Action Message command string is sent as a TCP TS
message to the CRT module. Clck Box To Seect con: | m
The CRT then activates the appropriate Output that Transmit Status Comm Port: [;
physically faults an input in the second Location input Abnomal Message: [_- =]
(Location B) Input Normal Message: I L,
Transmit Alarm Comm Port: [g5
. . . s . Input Alam Message: [1.18.502.0.5 =~
The input in Location B could cause a linking function to ot Restorsl Messge: [~ E|
take place. Camera: [ B
Elevator Floor Select For Device : | --- L!
Alam Email Group I L,
Print Linking Report | Previous Next Cancel

Figure 3 Assignment of ASCII Port
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UPDATING THE CRT / ENABLING ENCRYPTION

Connect the DSX-CRT2 or DSX=CRT4 to the PC or laptop via the supplied serial port cable to:
Reset the Unit
Update the CRT internal Firmware
Enable the Reader Port Encryption

The CRT should be wired to a DSX-USB Serial adapter or other serial port according to the drawing below.
Copy the update program into the WinDSX folder and launch it.

& DSX Firmware Application - [u] X
: 1. Select the Comm Port and click on Connect.
= = DSX Access Systems, Inc.
1(800) 346-5228
DSX Firmware Application
Serial Port: com1 @
Device ID: No Device Connected
. Connect
T -8 2, Remove Power and reconnect.
Steps 0 Connect DX devic: The program should show connected with the Device
1. Connect the Device to PC. DSX Access Systems, Inc.
2 W o Sl e S 1(800) 346-5228 ID.
3. Reset Device. DSX Firmware Application
Update Status |

3. From here you can Factory Reset the device,
Update the Firmware Version in the device, or Insert
the Encryption Key.

Figure 1 Select Comm Port and click Serialport  [coms | [0
on Connect. DeviceID:  00-03-F4-08-7D-F4

[Update Status |

Figure 2 CRT shown as disconnected.

4. To enable encryption, click on Update Encryption Key and enter the 32 Character
Key and Click OK. The Encryption is AES256 CBC with an initial vector of 0.

&7 DSX Firmware Application - o x

= DSX Access Systems, Inc.
1(800) 346-5228
DSX Firmware Application
WHITE

‘ ‘ l RED
Serial Port com3 @ BLACK
Device ID: 00-03-F4-08-7D-F4 ¢

wRisconneet

AND ¥LA XU XL

Figure 3 Enable Encryption Supplied Cable SSSSIk: 2

S To PC l:lﬁ/;‘ 5
12345678901234567690123456789012 USB Port @
Ok (Soncs OO0 12

. DSX-USB 1. m rxerx.

1. Connect the Device to PC.

2. Press Connect Button on Screen.

3. Reset Device.

Update Status
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TURN ENCRYPTION ON OR OFF
On the webpage, enter the first 4 characters of the encryption key to toggle Encryption on or off.
This keeps hackers from turning off encryption.

TIME STAMPS AND ENCRYPTION

To prevent Card Read messages from being recorded and played back to the system, a Time Stamp can be added to the
encrypted message. Timestamps are in the form of “seconds since Jan 1 1970” or Epoch time which is the accepted
standard format for programming.

TO SET THE TIME IN THE CRT
To set the time on the CRT:
Send a packet in the format of @xxxxxxxxxx where the x’s represent the integer number timestamp.
If the time set packet is not sent before the first card reader packet is sent, the timestamp on the first card
read packet will be used to set the time.
There is no enable/disable for Timestamps on the webpage.
When encryption is enabled, if an @ sign is detected, the CRT will assume timestamps are enabled.

CARD READS WITH TIME STAMPS

For subsequent packets:
Add a timestamp after the terminating delimiter of the card read in the same format of @XXXXXXXXXX.
(example 123~456789;@1622240605)
Do not use the character @ sign for a card read delimiter if using timestamps.
After the time is set, any packet with a timestamp that is older than 10 seconds from the current time will be
discarded.

TIME CHANGES / DST
Timestamps assume GMT with no Regional Time Zone and no Daylight Savings Time. The time the CRT was set, dictates
the relative time. If the source time changes,

A new Time Set Packet must be sent to the CRT

OR

The CRT must be rebooted and the first packet with time will set the time.

CRT Time MUST match the Time on the source system to allow card read packets to pass.

DSX ACCESS SYSTEMS, INC. 214-553-6140 WWW.DSXINC.COM (8/2023)




