WinDSX Update Instructions

Before Upgrading

1. Prior to Upgrading the Software make a backup
in the DataBase program under System/Setup.
Do not try to restore this backup into the
upgraded software. The original software must
be reloaded before this backup can be restored.
This is just a precautionary measure.

2. Next, the program must be exited on all PCs
including the Comm Server. Stop the DSXComm
and/or DSXKey Services if applicable.

Order of Upgrade

3. If this system is using a Dedicated File Server the
software must be un-installed and re-installed on
the File Server first. If the system is configured to
use the Comm Server as the Shared DataBase
resource, this PC should be the first one
updated. Once the File Server has been updated
the Comm Server is updated next, followed by all
other Client Workstations.

Un-Installing WinDSX

4. Locate the appropriate Install folder on the new
software distribution CD. Open the Install folder
and select Setup.exe, right click and select “Run
as Administrator”. The installer will prompt you to
either Repair or Remove the old version of
software, select “Remove”. When the process is
finished the folder and data will still be intact.

Re-installing WinDSX

5. Once the software is un-installed navigate to the
appropriate Install folder on the new software
distribution CD, open it and locate the Setup.exe,
right click and select “Run as Administrator”.
Follow the prompts and be sure and install the

software into the folder where it was previously
installed.

6. Once the software is loaded, locate the Db.exe
program found in the program directory where
the software was just installed. Right click on
Db.exe and select “Run as Administrator”. Once
the Db.exe program is finished updating the
database it will leave you on the DataBase Login
Screen. If this is a dedicated file server or share
select Cancel and upgrade the Comm Server
next. If this is the Comm Server Login to finish
the upgrade. When running (Db.exe) on the
Comm Server, for the first time after the upgrade,
the system may update the Access Levels (see
Note /// below).

7. Repeat steps 4 - 7 for the Client PCs that run the
WinDSX software. Regional Time Zones and
Daylight Savings Options should be configured
for each Workstation and each Location. These
are found under System Parameters and under
Location.

Note /// When upgrading from version 3.5.15 or lower
to 3.5.16 and higher at the Comm Server the
program upgrades the access levels. When
upgrading from 3.7.100 or lower to 3.7.101 and
higher at the Comm Server or DailyOps PC the
access levels are upgraded to the current schema.

Permissions

Note /// The user of the system must have Full
Control over the local WinDSX folder, the shared
WinDSX folder and Read Only to -
\Windows\System32.

Windows 7 and Server 2008

When installing DSX programs in these versions of
Operating System it is important to right click on the
setup.exe and select “Run as Administrator”.

The first time the program is started or any of the
executables are launched the process should be to
right click on the .exe or shortcut and select “Run as
Administrator”.

This procedure should be performed on any of the
following DSX programs when installed in Windows
7 or Server 2008. Setup.exe, HDD32.exe, DB.exe,
DbSql.exe, WS.exe if running without DB,
Keymon.exe, ModifySWKey.exe, PCM.exe, SIO.exe,
and L85.exe.
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WinDSX System Changes

Time Zone Linking

Linking to a Time Zone can force it to a pre-selected
state of on or off as selected in the time zone
definition. Anything this Time Zone is assigned to is
subsequently affected. This could be used to control
Access Levels, Alarm Echo, Devices, Event Filters,
Image Recall, Inputs, Outputs, and Linking Groups.
Including a Time Zone in a Linking Group requires
WinDSX Version 3.7 and higher with controller
firmware of 3129 and higher. Do Not program a link
to a Time Zone unless all field controllers have
firmware version 3129 or higher! If you do you will
have to delete the Linking Group from the database.

USB Features Key

The USB Features Key is used by DSX to copy
protect and enable the WinDSX SQL Software, Hot
Swap Redundant Comm Server feature, Live (DSX)
Image and Signature Capture, and DVR integration.
The KeyMon.exe program and the USB Key need
only to be installed on a single PC in the System for
the software or enabled features to be functional on
all PCs running WinDSX.

1. Select which PC will have the USB Key installed
and will run the Software Key Monitor program.
Consider that the program must be running at all
times and the USB Key must be installed and
recognized at all times for the protected software
and features to operate properly and fully. The
parallel port Image Key used in older badging
systems must now be replaced with the USB
Features Key and the Software Key Monitoring
program. There can only be one USB Features
Key in a system. The Key can be modified in the
field to incorporate new features.

2. Locate the file HDD32.exe in the WinDSX Folder
on the PC where the USB Key will be connected.
Double click on HDD32.exe to begin the install.
For Windows 7 and Server 2008 right click and
select “Run as Administrator” Click Next, then
Finish on the Wizard pop-up screens. The
system will return a message indicating the
installation was successful.

3. Plug the DSX USB Features Key into a free USB
port on the PC.

4. From the WinDSX folder on the same PC that the
USB Key is installed and where the HDD32.exe
was just loaded find the KeyMon.exe and double
click on it or right click and select “Run as
Administrator”. Once the Software Key Monitor
program finds the USB Features Key, the
KeyMon program will display a screen like the
one shown on this page. To Close KeyMon click
once on the small X in the top right corner of the
status screen.

5. The KeyMon program must be started each time
the PC is restarted where the key is located. The
KeyMon.exe can be placed in the Windows
“Startup” or configured to run as a Service.

= Software Key Monitor

This program monitars the DSX saftware key. It must
be running in order to uge protected features of the
acoess control software.

HL AP Yerzsion: USE Feybon W4.0.1
E Fart: USE

Statuz 0 -- 0K
Path: C:\WfinD 5k

Comm Server and Keymon as a Service

There is a document in the Docs folder on the
software CD that provides step by step instruction on
how to configure the Comm Server program
(CS.exe) and the Keymon program (Keymon.exe) to
run as a Service.

AES 256bit Encryption

WinDSX and WinDSX SQL can now be secured
using AES 256-bit Encryption. The encryption can be
implemented between the communication server and
the field controllers and between communication
server and workstations. This feature requires
firmware version 3174 or higher in all controllers and
that the feature be purchased and enabled in the
USB Features Key. Each Location can have an
Encryption Key entered to encrypt the
communications between the Comm Server and that
Location’s controllers. The AES 256-bit Encryption
propagates itself from the Master Controller to all
subsequent controllers. Each location can optionally
be given up to 32 keyboard characters as an
encryption key. The key cannot be viewed once
entered. Controllers will only switch in and out of
encryption at power up. The Comm Server can be
given a separate key to encrypt communications to
all Workstations.
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Card Enable/Disable from Image Recall
Window

There is a new feature that will allow a card to be
enabled or disabled from the Image Recall Window
in Workstation. When the picture is displayed in
response to a card read the operator can double
click on the text at the bottom and enable/disable
buttons will appear. The operator can click on a
button to enable or disable the card that was just
read. The feature uses the Database API to send
text files that change the stop date of the card. The
database program must be running on the Comm
Server PC or the Daily Ops PC.

Disable will set the stop date to the present time.
Enable defaults to setting the stop date to the next
day. The Enable stop date setting can be overridden
using a text file that defines how many days to
enable the card for. The text file info is as follows:

FileName: CardEnable.txt

File Location: In the same directory as the WinDSX
software. Each workstation has its own file.

File Structure:

First line is number of days offset. 9999 = infinite, no
stop date

Second Line is optional Stop Time value to be added
to the stop date. Military time format

Example of enable card for 5 days and turn it off at
1PM on the 5th day.

5

13:00:00

Startup Map

There is a new feature that allows Workstation to
display a Map at startup. This can be used where the
Map is to always be displayed such as on large
monitors in a security office.

To configure this feature, close the program on the
PC where it is to be used. Browse to the WinDSX\
RunData\ folder. Locate the WS_Settings.txt file and
open. Scroll to the bottom where you will find the
new entries regarding the Startup Map.

Startup Map Name

Startup Map Is Maximized
Startup Map X Position
Startup Map Y Position
Startup Map Save Changes

NAME: Startup Map Name
TYPE: string
VALUE: Name of the Map in WinDSX

NAME: Startup Map Is Maximized
TYPE: bool

VALUE: YES

NAME: Startup Map X Position
TYPE: int

VALUE: 0

NAME: Startup Map Y Position
TYPE: int

VALUE: 0

NAME: Startup Map Save Changes
TYPE: bool

VALUE: NO

The Name is the name assigned to the map within
WinDSX. Map is Maximized can be set to YES to
have the Map show full size. X and Y positions let
you set where it is to be displayed. Save Changes
can be set to YES so that once the program is
running and the Map is displayed you can move it to
where you want it to be. Once closed, it will start
back up in that same position. You can enable Save
Changes, start the program, position the map, close
the program, set the Save Changes back to No and
it will always come up in the place you specified.
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Email Notification

Email Groups are groups of people that will be sent
an email or text message due to a Location,
Device, or Input Alarm. Email Groups consist of a
single or multiple Card Holders that each have a
time zone assigned in the group. The Time Zone
selected for each Card Holder determines when
that person will receive the email notification for the
alarm to which the email group is assigned.

Card Holders that are to receive an Email
Notification must have an Email Address in a UDF
field that is configured as an Email Address. Email
Groups can be assigned to a location, to each
device and to each input desired. Those that have
an Email Group assigned will send an email or text
message upon alarm. See the Help on Email
Groups and UDFs.

Before Starting:

1. The Comm Server PC needs to have a
Microsoft® Email Client program configured on it
such as Outlook Express™. It must be configured
as the default mail handler on this PC. This is used
to prove that email communications will work and to
test the port settings required.

2. Test to make sure that you can send an email to
yourself. Then try to send an email to one of the
desired target email addresses from this email
client program.

3. Make sure that the Windows User has full control
over the local WinDSX Folder on the Comm Server
PC where the software is installed.

4. You need an exchange server or an ISP such as
ComCast or RoadRunner. You can also use free
email such as Gmail or Yahoo as your email server
if you know what ports are required and your
firewall allows access through these ports.

.Net Configuration:

5. To setup up the Email client, this PC must have
the .NET 3.5 CLR (common runtime library)
installed.

OlIMail.exe configuration:

6. In the WinDSX folder on the Comm Server PC
there is a file called OIMail.exe. This program has to
be run once and initialized: Double Click on
OlMail.exe.

A.) Enter the Name of the “SMTP Server” to send
the email through.

B.) Enter the “Port Number”. The default is 25. You
may have to get this information from your IT
department or from your email provider.

C.) Enter the “From Email Address” that will be
used on all email's sent. This is the User Name
from the email provider.

D.) Select “Server Requires Authentication” if the
SMTP Server requires a password. Enter the
Password in the "Password" field.

E.) Select "Server Requires Secure Sockets Layer"
if SSL is required.

F.) Select “Log Command Lines” for trouble
shooting purposes only. This will cause OlMail to
create an OIMail.txt file to be written into the \Errors
folder on the comm server PC.

WinDSX Configuration:

7. Once the above has been configured it is time to
configure the WinDSX database program.

A.) Define a UDFName and configure it as “data is
email address”.

B.) Edit or Add a cardholder and assign just 1
email address to the UDF field designated as an
Email Address field.

C.) Create an Email Group and assign it to those
Locations, Devices, and Inputs that you want to
initiate an Email Notification.

Press F1 from within WinDSX to access the Help
Screens where there is an example and further
information.
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